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1
Decision/action requested

This pCR revises the solution details for Solution#2.5 in TR 33.846, and is kindly asked to be approved by SA3.
2
References

N/A
3
Rationale

In the latest version of solution#2.5, when the authentication failure cause is MAC failure, the UE shall construct a scheme-input including 5GMM Cause (MAC failure) and padding N bits of 0. An adversary can distinguish the MAC failure message by N bits of 0. Therefore, N bits of 0 should be replaced by random numbers.
4
Detailed proposal

*********************************************** Start of Changes ************************
6.2.5.2
Solution details 
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Figure 6.2.5-1: Signaling flow of mitigation against the linkability attack
1. In the authentication procedure, the AMF sends the authentication request message, which contains AUTN and RAND, to the UE.

2. After receiving the authentication request message, the UE verifies the MAC and the SQN in the AUTN. If the verification fails, the UE shall encrypt the authentication failure cause value (MAC failure or Synch failure) by using the method of calculating the SUCI，as specified in the following:

· If the authentication failure cause is MAC failure, the UE shall construct a scheme-input including 5GMM Cause (MAC failure) and AUTS consisting of a random number.
· If the authentication failure cause is Synch failure, the UE shall construct a scheme-input including 5GMM Cause (Synch failure) and AUTS. 
The UE shall execute the protection scheme (Profile A or Profile B) with the constructed scheme-input as input and take the output as the encrypted cause (indicated by "Enc(Cause)"). The encryption of the authentication failure cause value is calculated in either USIM or ME.

3. The UE sets the 5GMM Cause in the message to the newly defined "MAC failure or synch failure", to indicate that the authentication failure is caused by MAC failure or Synch failure. The UE sends the newly defined 5GMM Cause and the encrypted authentication failure cause to the AMF within the authentication failure message.
4. Upon receive of the authentication failure message, the AMF parses the 5GMM Cause IE in the message. If the 5GMM Cause IE is the newly defined "MAC failure or synch failure", the AMF decides to send the encrypted authentication failure cause to the UDM for decryption.
5. The AMF sends the Enc(Cause) and RAND to the AUSF through Nausf_UEAuthentication_Authenticate Request.
6. The AUSF sends the Enc(Cause) and RAND to the UDM through Nudm_UEAuthentication_Get Request.
7. UDM decrypts the Enc(Cause). The UDM shall decrypt the Enc(Cause) by using the method of decrypting the SUCI, and obtains the specific authentication failure cause. The UDM shall determine the subsequent procedures (e.g. re-authentication or notifying the AMF of the authentication failure cause) based on the decrypted authentication failure cause.
8a. If the authentication failure cause is Synch failure, the UDM shall acts as described in TS 33.501, clause 6.1.3.3.2, where a new authentication procedure with UE will be initiated. The Step 9 to Step 10 shall be omitted.

8b. If the authentication failure cause is MAC failure, the UDM sends the decrypted authentication failure cause to the AUSF through Nudm_UEAuthentication_Get Response.
9. The AUSF sends the decrypted authentication failure cause to the AMF through Nausf_UEAuthentication_Authenticate Response.
10. The AMF may initiate new authentication towards the UE based on the authentication failure cause.
*********************************************** End of changes ******************************
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